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0e30IaCHOCTH NPH UCIO0JIb30BaHUU ceTH «MHTepHe) AJ1s1 pa3MeleHus B
y4eOHBIX Ka0MHeTaX, B KOTOPBIX OCYIIECTBJIACTCH JOCTYII K CETH
«HAHTepHeT»

HHCTPYKIUA I OBYYAIOINUXCA AJIA PASMEIIEHUA HA O©PUIINAJIBHBIX
HUHTEPHET-PECYPCAX

C KaxIbIM T'OJ0M MOJIOJECKU B MHTEPHETE CTAHOBMUTHCS OOJbIIE, a IIKOJIBHUKUA OJHU U3
caMbIX aKTHUBHBIX MOJjb3oBaTenedl Pynera. Mexay TeM, NOMHMMO OIPOMHOIO KOJUYECTBA
BO3MOXKHOCTEH, MHTEPHET HECceT W NpobOieMbl. DTa mamsTKa J0JDKHA ITOMOYb Tebe Oe30macHo
HaXOJUTHCS B CETH.

Komnbrorepabie BUpPyChbl

KomnpioTepHblil BUPYC - 3TO Pa3HOBUAHOCTH KOMITBIOTEPHBIX MPOTpaMM, OTINYUTEIBHON
0COOEHHOCTBIO KOTOPOH SBJISETCSI CHIOCOOHOCTh K pa3MHOXKEHMIO. B oMonHeHne K 3ToMy, BUPYChI
MOTYT TOBPEAUTh WM IOJHOCTBIO YHHUYTOXXUTh Bce (ailibl M JaHHbIE, [OJKOHTPOJIbHbIC
MI0JIB30BATENI0, OT UMEH]
WIM JJa)K€ YHUYTOXKHUTH
CJIy4aeB pPaclpOCTPAHSIO

[@ 3apakKeHHas IPOrpaMMa, a TAKKe TOBPEIUT
>0 Bcemu (Qaiinamu B 1enom. B GonblinHCTBE
: 'T.

MeToibI 3aIHThL O f

1. Hcnonp3y§ HHBIE CHUCTEMbI, UMEIOIIINE CEPbE3HBIN YPOBEHB
3aLIUTHI OT BPEIOHOCHED |

2. [TocTosiHH : m(poBbIE 3aIJIaTKH, KOTOPbIE aBTOMAaTHUYECKU
YCTaHABJIUBAOTCA C L€M) s e 1) ¥ Ipyrue OOHOBJICHUSI CBOEH OMEpaIlMOHHON

cucrteMbl. CkaunMBail WX TOJNBKO ¢ odunuambHOro caiita paspadorunka OC. Eciam cymiectByer
PEXUM aBTOMAaTH4ECKOTO O6HOBJ’I€HI/I$I, BKJIFOYH €T0,

3. PaGoraii Ha cBOEM KOMIIBKOTEPEC MOA MpaBaMU IMOJIL30BATCIIA, @ HC aIMUHUCTpATOpPA.
OTO HE MNO3BOJHUT 60JILHIHHCTBy BPCAOHOCHBIX IIpOorpaMM HHCTAJNIMPOBATBECA Ha TBOEM
MNEPCOHAIBHOM KOMIIBIOTEPE,

4, Hcnonb3yil aHTUBHPYCHBIE TPOTPAMMHBIE TPOIYKTHI U3BECTHBIX ITPOU3BOAUTEINIEH, C
aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanndb pU3NYECKHUI T0CTYN K KOMIBIOTEPY A7l TOCTOPOHHUX JIMII;



6. Hcnonp3yit BHEIIHUE HOCUTENHM WH(POpPMAIMU, TaKHe Kak (uIelika, JUCK WU (aiin
U3 UHTEPHETA, TOJBKO U3 MTPOBEPEHHBIX HCTOYHHUKOB;

1. He otkpriBaii komnbploTepHbIe (Paiiyibl, TOTy4YEeHHbIE U3 HEHAJEKHBIX HMCTOUYHUKOB.
Jaxe Te (aiinbl, KOTOpBIE IPUCIIaT TBOM 3HAKOMBIH. JIydlie yTOYHM y HETo, OTIPABIISUL JIU OH TeOe
ux.

Ceru WI-FI

Wi-Fi - 910 He BUA mepenaun JaHHBIX, HE TEXHOJIOTHsI, a BCEro JIMIIb OpeHa, Mapka. Eime B
1991 romy Huaepianackas Kommanus 3apeructpupoBana Opena "WECA", uyto o6o03Havano
cioBocouetanue "Wireless Fidelity", koTopsrii mepeBoauTcs Kak "GeCIPOBOAHAS TOYHOCTH".

Jlo Hamiero BpeMmMeHM Joluia jpyras aOOpeBuarypa, KOTopas sBISIeTCd TaKOH ke
TexHosorueit. 910 abopesuarypa "Wi-Fi". Takoe Ha3zBaHHe OBLIO JaHO C HAMEKOM Ha CTaHIAApT
BbICIIICH 3ByKOBO# TexHukH Hi-Fi, uro B mepeBoie 03HavaeT "BbICOKasi TOYHOCTB".

Ha, OecrutaTHeli MHTEPHET-AOCTYN B Kade, OTENsIX M a’dponopTax SBISETCS OTINYHOM
BO3MOXKHOCTBIO BBIXOJ]a B MHTEpHET. HO MHOTHE 3KCIEpThl CUUTAIOT, 4To obuienoctymnubie Wi-Fi
CETH HE SIBIISIOTCS OS30TIaCHBIMHU.

Cogerbl 110 Oe30macHOCTH paboThl B 00mIen0cTymHbIX ceTsix Wi-fi:

1. He mepenaBaii cBoro yimunHyto uHpopmanuio depe3 obdmenoctynusie Wi-Fi cetu.
Pabotas B HUX, JKeJaTEIbHO HE BBOAUTH MAPOJIH AOCTYIIA, JOTHHBI U KaKKe - TO HOMEpa,

2. Hcnone3yit 1 0OOHOBISIH aHTUBUPYCHBIE MPOTpaMMBbl U Opanamayep. Tem cambIM Thl
o0e3omacumib ceds 0T 3aKaYKH BHPYyCa Ha TBOE YCTPOUCTBO;

3. ITpu ucnonszoBanuu Wi-Fi otkmoun ¢yakmuto "OOmuit goctyn kK ¢aitiam u
npuntepam". JlaHHas (yHKIMS 3aKpbiTa 10 YMOJYAHHWIO, OJHAKO HEKOTOpPbIE MOJIb30BATEIH
AKTUBUPYIOT €€ JUIsl yI00CTBa KCIIOJIb30BaHMs B paboTe 1iu yueoe,

4, He ucnons3yii nyonuunenii WI-FI qyig nepenaun nuyHbIX JaHHBIX, HApuUMep AJs
BBIXO/Ia B COIIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MTOUTY;

5. Hcnonw3yit Tonpko 3amuiieHHoe coeaunenne yepes HTTPS, a ue HTTP, 1.e. npu
Habope BebO-ampeca BBoaM uMeHHO "https://*;

6. B wmoOwmbHOM Tenepone otkmoun  pysknuio "Tlogkmouenne k- Wi-Fi
aBromarniecku". He nomyckaii aBTOMaTHYeCKOro MOAKIOUCHHUsS ycTpoiictBa k cetssm Wi-Fi 0e3
TBOET'O COTJIACHSL.

CounanbHble ceTH

CounanpHble CETH aKTHBHO BXOIST B HAIly )XH3Hb, MHOTHE JIFOAU Pa0OTAIOT U KUBYT TaM
HIOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUILTHAP/T YEIIOBEK, YTO SBISETCS OJHON CEAbMOM
BCEX JKHTeNeH TulaHeTsl. MHOTHE TONb30BaTeN HE MOHMUMAIOT, YTO MH(pOPMAIHs, pa3MelleHHas
UMH B COIMAJBHBIX CETAX, MOXKET OBbITh HAWJCHA W HCIIOJIH30BaHA KEM YTOJHO, B TOM YHCIIC HE
00s3aTeNbHO ¢ OJIarMMH HaMEPEHUSIMH.

OCHOBHBIE COBETHI 110 O€30IIACHOCTH B COIIMATBHBIX CETSX:

1. Orpanuub cnucok apys3eil. Y T1e0s B Apy3bsAX HE JOHKHO OBITh CIy4yaillHBIX U
HE3HAKOMBIX JTIOACH;

2. 3amuimail cBoro yacTHyro *u3Hb. He yka3piBail mapoinu, TenedoHsbl, ajapeca, IaTy
TBOETO POXKACHUS U JPYTYIO JIUUHYIO HHGOPMAIUIO. 3II0YMBIIIJICHHUKH MOTYT UCIIOJIb30BaTh JIaxke
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJIUTEINN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;



3. 3amuiai CBOI0 penyTanuio - ASp>KUd ee B YHCTOTE M 3a/aBail cebe BOMPOC: XOTel
OBl ThI, YTOOBI APYTHE MMOIBb30BATENN BUEIH, UTO ThHI 3arpykaems? [logymaii, mpexae ueM 4To-To
OIy0OJIMKOBAaTh, HAIIUCATh U 3arPYy3UTh;

4, Ecin Tl TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIB3YH CBOE PEAIbHOE
UM U JPYTYIO JHYHYI0 HH(POPMAIMU: UM, MECTO JKUTEIILCTBA, MECTO YUeObI U poYee;

5. N36eraii pazmemienus ¢pororpaduii B UnTepHeTe, re Tol H300paKeH Ha MECTHOCTH,
10 KOTOPOH MOKHO OIPEAEIUTH TBOE MECTOIIOJIOKEHHE;

6. [lpu peructpanuu B COLMAIBHOM CETH HEOOXOJMMO HCIIONb30BaTh CIOXKHBIC
[apoJiv, COCTOSIIIME U3 OYKB U IIU(P U C KOIUIECTBOM 3HAKOB HE MeHee §;

1. Jliis counanbHOM ceTH, MOYThI M APYIUX CalTOB HEOOXOAMMO MCIIOJIb30BaTh pa3HbIe
naponu. Torga ecin TeOs B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKU MOJIYy4aT JOCTYN TOJBKO K OJHOMY
MecTy, a HE BO BCE Cpa3y.

DJIeKTPOHHbBbIE IeHbI'H

OJEeKTPOHHBIE JI€HbIW - 3TO OYeHb YJOOHBIH CcHoco0 IIaTexel, OJHAKO CYIIECTBYIOT
MOIIICHHUKH, KOTOPBIE XOTST MOTYyYUTh ITH JCHBIH.

DJEeKTPOHHBIE JCHBIH TOSBWJIMCH COBCEM HEAABHO M WMEHHO H3-32 3TOTO BO MHOTHX
rocyJapcTBax J0 CHX IOp HE MPOIMUCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHn (QyHKIIMOHUPYIOT U O HUX YK€ ITPOIUCAHO B 3aKOHE, € UX Pa3AeNiioT Ha
HECKOJIbKO BUJIOB - aHOHMMHbBIE U HE aHOHMMHbIE. Pa3HMIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3peliaeTcss IpOBOAUTh omnepanuu 0e3 uJIeHTU(UKALuMu [oyib30BaTeNns, a B
HEaHOHMMHBIX HIEHTH()UKALNS TI0TH30BATEIS SBISIETCS 0053aTEIbHOM.

Taxxe cienyer pasiauyaTh 3JIEKTPOHHBbIE (UaTHBIE JEHbIM (paBHBI TOCYJapCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHbBIE He(hUaTHbIE ICHbIM (HE paBHbI TOCYAAPCTBEHHBIM BAJTIOTAM).

OcHOBHbBIE COBETHI M0 6€30MacHOI paboTe ¢ IEKTPOHHBIMU JIEHbIaMHU:

1. [TpuBsku K cueTy MOOUIIBHBIN TenedoH. DT0O camMblil YAOOHBIN U OBICTPBINA CIOCOO
BOCCTAHOBUTH JIOCTYNl K cYery. [IpuBs3aHHBIM TenehoH MOMOXKET, €ciu 3a0yJems CBOU
IJIATEKHBIN MTapOJIb WIIU 3alIe1Ib HA CAT C HE3HAKOMOIO
YCTPOMCTBA;

2. Hcnonp3yii ogHOpa3oBbie mapoiu. [locne mepexona Ha YCHICHHYIO aBTOPH3AIMIO
Tebe yxKe He OyJeT YrpoKaTh ONAacHOCTh KPaKH WJIM MEPEXBaTa IUIATEKHOrO mapois; 3.Buibepu
CIIOXKHBIH mapouts. [IpecTynmHuKkaM OyeT He MPOCTO YTraaaTh CIOXKHBIA mapoib. HaxexHbie maposn
- 9TO MapOJIH, KOTOPbIE COJePKaT HE MEHee 8§ 3HAKOB U BKIIFOYAIOT B CE0sl CTPOYHBIE U TPOITMCHBIE
OyKBBI, IU(PBI U HECKOJILKO CHMBOJIOB, TAKUE KaK 3HAK J0J1apa, GyHTa, BOCKIMIATEIbHBIA 3HAK U
t.11. Hampumep, $tRONg!;;

4 .He BBOIM CBOM JIMYHBIC JTaHHBIEC HA caillTaXx, KOTOPBIM HE JIOBEPSIEUIb.
JJIeKTPOHHASA MOYTA

ONEKTPOHHAs MOYTa - 3TO TEXHOJOIMS W IPENOCTABISAEMBIE €10 YCIYI'M IO NEPECBUIKE U
MOJIYYEHHUIO AJIEKTPOHHBIX COOOIIEHHUM, KOTOPbIE PACIIPEAEIISIOTCS B KOMIIBIOTEPHOM ceTH. OOBIUHO
JJIEKTPOHHBIN IIOYTOBBIN SILIHAK BBITJISAIAT CIEAYIOIIUM obpazom:
UMs_TIOJb30BaTeNA(@HUMs_JIOMEHa. Takke KpoMmMe Iepelayd IpOoCTOro TeKCTa, HMeeTcs
BO3MOXKHOCTb MepeaaBaTh (paisbl.

OcHOBHBIE COBETHI M0 Oe30macHoil paboTe ¢ 3JIEKTPOHHOM MOYTOM:



1. Hano BeIOpaTh mpaBMIIbHBINA TOYTOBBIN cepBUC. B HHTEpHETE €CTh OrPOMHBIN BHIOOD
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4IEe TOBEPSATh TEM, KOTO 3HACUIb U KTO MEPBBIA B
pEUTHHTE;

2. He yka3piBail B JIMUHOM mouTe JMHYHYI0 HHpopManuro. Hanpumep, mydiie BIOpaTh
"My3bIKanbHbIN _(aHat@" nmn "pox2013" Bmecto "Temal3";

3. Hcnons3yil JABYXAITAMHYIO aBTOPH3AIUIO. OJTO KOTJa IMOMHMO Mapojsi HYKHO
BBOJIUTH KOJI, IPHUChLIaeMbIi 1o SMS;

4, Bribepu cnoxHblii maposib. i KaXKAOro MOYTOBOTO SIIMKA JIOJDKEH OBITH CBOM
HAJCKHBIHM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

S. Ecin ecTb BO3MOYKHOCTh HAalMCAaTh CAMOMY CBOW JIMYHBIA BOIIPOC, MCIIOJIB3YH 3TY
BO3MO>KHOCTB;
6. Hcronb3yil HECKOJIBKO IIOYTOBBIX SIIUMKOB. [IepBbIli U1 4acTHOM IEPENUCKH C

azpecatamMy, KOTOPBIM Thl JIOBEpsSCIIb. DTO JJIEKTPOHHBIM aapec HE HaJ0 HCIOJb30BaTh IMPH
peructpanuu Ha popymax U cairax;

7. He otkpeiBail (haiiinbl U qpyrue BIOXKEHUS B MHCbMax, JaKe €CIH OHU MPUIILIU OT
TBOUX Jpy3ei. Jlydie yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (paiiisr;

8. [Tocne oxoH4yaHus pabOTHI HA TOYTOBOM CEpPBUCE IEPe]] 3aKPHITHEM BKJIAIKH C
caifTom He 3a0yap HaxaTh Ha "BeridTu".
KubepOy/uInHT Wi BUPTYaJibHOE H3/1€BaTEJIbCTBO

KubepOymauHr - mpeciieioBaHHE COOOLIEHUSMH, COJEPKAIlUMHU OCKOpOJIEHUS, arpeccHro,
3allyTUBaHKUE; XYJIWTAHCTBO, COLMAIBbHOE OOWKOTHPOBAaHWE C  TOMOUIBIO  Pa3IMYHBIX
UHTEPHETCEPBUCOB.

OcHoBHbIE COBETHI 110 00pbOE ¢ KHOEPOYIITUHIOM:

1. He 6pocaiics B 60#. Jlyumuii cnoco0: mocoBeToBaThesl Kak ce0si BECTH U, €CIIM HET
TOr0, K KOMY MOJKHO OOpaTHTbCS, TO BHayaje YCHOKOUTbcA. Ecau Thl HayHelb OTBeYaThb
OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €1e OOJIbIle pa30XkiKellb KOH(IUKT;

2. VYmpasinsii cBoeil kubeppemyTaruei;

3. AHOHUMHOCTh B ceTh MHHUMas. CyIlecTBYIOT CHOCOOBI BBIICHUTb, KTO CTOMUT 3a
AQHOHHMMHBIM AKKayHTOM;

4, He ctout Bectu xynuranckuii oOpa3 BUPTyanbHOW kU3HU. VHTepHET QuKCUpyeT
BCE TBOM JICHCTBUS U COXPAHSET UX. Y JAIUTh UX OYJET KpaliHe 3aTPyIHUTEIBHO;

5. Co0mroait CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY,

6. Urnopupyii enuHu4yHbBIA HeraTwB. OHOpa30BbIE OCKOPOUTENBHBIE COOOIIECHUS
mydiie urHopupoBath. OOBIYHO arpeccHs MpeKpaaeTcs Ha HaYaabHOW CTa/Iuu,

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMH COOOIIECHUSIMH, B
COLMAIBHBIX CETAX €CTh BO3MOXHOCTh OJOKHPOBKHM OTIPABKU COOOIIEHUH C OIpeeeHHBIX
aJIpecoB;

8. Eciu Te1 cBuzmerens kubepOymunHra. TBoum JeMcTBHS: BBICTYNUTH IPOTHB
Ipecie0BaTesl, MoKa3aTh €My, YTO €ro AEMCTBUS OLIEHWBAIOTCS HETaTUBHO, MOJAEPKATh KEPTBY,
KOTOPOH HyXHa IICHUXOJIOTHYECKas IOMOIb, COOOIIUTh B3pOCIBIM O (PAaKTe arpeccUBHOIO
MIOBE/ICHNUS B CETH.



MoOunbHbIi TesiedoH

CoBpeMeHHbIE CMapT(HOHBI U TUIAHIIETHI COIepKaT B cebe BIOIHE B3POCIBIA (PYHKIIMOHA, U
Terepb OHU MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPHBIMU KOMIbIoTepamMu. OTHaKO, CPEJCTB 3AIIUTHI
JUIs TOJOOHBIX YCTPOWMCTB IOKa OYEHb Mayo. TecTHMpoBaHWME M TOUCK YSA3BHUMOCTEH B HHX
IPOMCXOIUT HE TaK HHTEHCUBHO, Kak s 1K, To xe camoe kacaeTcss 1 MOOUIIbHBIX IPUIOKEHUH.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl yxe MPAKTHMYECKH JOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO pacuIMpeHHe (YHKLMOHAJAa BJE€YeT 3a COOOH OOJIBLIYI0 CIOXHOCTh U MEHBLIYIO
3aLUIIEHHOCTb.

Jlanexo He Bce MPOW3BOAMUTENN BBIMTYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIIUE KPUTHYECKHE
YSI3BUMOCTH JUIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /17151 0€30IaCHOCTH MOOMJIBHOTO TeledoHa:

Hudero He sBisieTcss mo-HacTosmieMy OecIiaTHBIM. Byns OcTopokeH, Beab Koraa Tebe
IpeIaratoT OeCIUIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHE - TO IJIATHBIE YCIYTH;

Hymaii, npexe yem otrnpaButbh SMS, dhoto wiu Bumeo. Tel TOUHO 3HACIIB, T/IC OHU OyIyT B
KOHEYHOM UTOre?

Heo6x011M0 00HOBIIATH ONEPALIIOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 17151 MOOMIIBHBIX TeNIe(OHOB;

He 3arpyxail npuwioxeHuss OT HEU3BECTHOI'O HCTOYHHKA, BEAb OHU MOIYT COJepXkarb
BPEIOHOCHOE ITPOrpaMMHOE 00€ecIIeueHuE;

[Tocne Toro kak ThI BBIHACHIH C caiiTa, TAe BBOAWI JMYHYI0 HHPOpPMANHWIO, 3alid B
HACTpOWKK Opay3epa u yaanu COOKIes;

[lepuonnuecku npoBepsiii, Kakue MIaTHbIE YCIYT'H aKTUBUPOBAHbI HA TBOEM HOMEpE;

JaBaii cBoil HOMep MOOMJIBHOrO TenedoHa TONBKO JIOASM, KOTOPBIX Thl 3HACIllb U KOMY
JIOBEpsIellb;

Bluetooth momkeH ObITh BBIKIIOYEH, KOTJa Thl UM HE MOJb3yelbcs. He 3a0biBaii mHOTIAQ
HPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHBIE  OHJIAWH-WTPBI - 9TO  KpPacOuyHbE, 3aXBATHIBAIOIIUE  pa3BICUCHMUS,
O00BETMHSIONINE COTHU THICSY YEIOBEK MO BceMy MUpY. Urpoku HCCienyroT NaHHBIA UM MUD,
OOMIAI0TCS IPYT C IPYTOM, BBITIONHSIOT 33/IaHUS, CPAKAOTCS C MOHCTPAMH U TOJTyYaroT OTBIT. 3a
YIIOBOJIBCTBHE OHM TUIATAT: MOKYMAIOT JUCK, OTIAYMBAIOT a0OHEMEHT HITH MPUOOPETAIOT KaKUue-TO
OTIIINH.

Bce T cpescTBa HyT Ha MOAEpKAHNUE M PA3BUTHE UTPHI, a TAKXKE HA caMy 0e301acHOCTb:
COBEPILIEHCTBYIOTCSI CHCTEMBI aBTOPH3AIINH, BBITYCKAIOTCSI HOBBIE MaT4d (IIU(PPOBBIE 3aIUTATKU IS
pOTpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nonoOHBIX Urpax cTOUT OMacaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPasku TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPH3AIMH OOJBITHCTBA UTP.

OCHOBHBIE COBETHI TI0 0€30MACHOCTH TBOETO UTPOBOTO aKKayHTA:

1. Eciu pgpyroéi wrpok Bemer cebs IUIOXO MM CO37aeT TeOe HENPUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxanmyiics aJMUHUCTPATOpaM WIPhl Ha IUIOXOE IOBEAEHHE OTOTO WIPOKA,
JKEJNaTeJIbHO MPWIOKUTH KaKUe-TO TOKA3aTeNIbCTBA B BUJE CKPUHOB;

3. He ykasbiBaii 1uuHy0 HHPOPMALKIO B Ipodaiiie UIPbl;

4. Vpaxaii Ipyrux y4aCTHHKOB I10 HTDE;



5. He ycTaHaBIMBall Heo(UIIMaTbHBIC TTATYU U MOJIBL;

6. Vcnonb3yii CJI0KHBIE ¥ Pa3HbIE TIAPOJIH;

7. Jlaxxe BO BpeMsi UTPBI HE CTOMUT OTKJIIOYATh AHTUBHpPYC. [I0Ka ThI WIpaelib, TBOM

KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT WIH KPaxKa JNYHBIX JaHHBIX

OOBIYHOIT KpaKeil JeHEer M JOKYMEHTOB CErOJHS YK€ HUKOTO HE yJHMBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 37I0YMBIIUIEHHUKN IEPEMECTIINCh B HHTEPHET, M MPOJIOIDKAIOT 3aHUMAThCS
"1I00UMBIM" JIETTOM.

Tak mosiBWIach HOBas yrpo3a: HHTEPHET-MOIICHHHYECTBA WM (UIIMHT, TJIaBHAs LElb
KOTOPOTO COCTOMT B IOJYYCHUH KOH(HICHIMAIBHBIX JaHHBIX IOJb30BaTEICH - JIOTHHOB M
naposieii. Ha anrnumiickom sizeike phishing wuraercs xak ¢ummar (ot fishing - peiOHas o,
password - mapoJib).

OcHOBHBIE COBETHI 0 O0PHOE ¢ PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu Thl mopo3peBaelib, YyTO TBOS aHKeTa ObuIa
B3JIOMaHa, TO HE0OX0AUMO 3a0JIOKUPOBATh €€ U COOOLIUTh aMUHUCTPATOPaM pecypca 00 3TOM Kak
MOXHO CKOpEe;

2. Hcnonp3yit OezomacHble BeO-CaliThl, B TOM 4YHCIE, WHTEPHET-Mara3MHOB H
IIOMCKOBBIX CUCTEM;

3. Hcnonb3yii croxHbIE U pa3Hble napoiau. Takum oOpas3om, eciu TeOs B3IOMAIOT, TO
3IIOYMBIIIJICHHUKH MTOJy4aT AOCTYI TOJIBKO K OJJHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;

4, Ecin T1ebs B3J1OMaJIH, TO HeO6XOI[I/IMO npeaynpeanTb BCEX CBOUX 3HAKOMBIX,
KOTOPBIC ,Z[O6aBJ'IeHBI y TeOs B APY3biIX, O TOM, YTO Te0s1 B3JIOMAaIU H, BOBMOXHO, OT TBOCIr0O HMCHH
6yz[eT pacChlIaThbCs CIlaM U CCBIJIKH Ha (bHIHI/IHrOBbIe CaﬁTbI;

5. VYcranosu HagexHbil napoib (PIN) Ha MoOMIIbHBIN TenedoH;
6. OTxkroun coxpaHeHue napoJs B Opaysepe;
7. He oTkpsiBaii (aiinel U apyrue BIOXKEHHUS B IMUCbMaxX, Jake€ €CIM OHU MPHILLIN OT

TBOMX Jipy3el. Jlyuiie yrouHH y HUX, OTIIPABIISUIM JIU OHU TeOe 3TU (ailibl.
Hudposas penyrauus

[ludpoBast penyranus - 3TO HEraTUBHas WM MO3UTHUBHas HMH(opMamus B ceTu o Tebe.
Komnpomerupyromas uHpoOpmaius, pa3MelleHHass B HMHTEpHETE, MOXET Cepbe3HbIM 00pa3oM
OTpasuThbcs Ha TBOeH peanbHOH ku3HU. "LludpoBas penyranus" - 3TO TBOW HMUIXK, KOTOPBI
dbopmupyetcs u3 uHbopMaIuu o Tebe B UHTEPHETE.

TBoe MecTO KHUTENbCTBA, yueObl, TBOE (PMHAHCOBOE IMOJIOKEHHE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue MNOApPOCTKU JIETKOMBICIEHHO OTHOCATCS K MYyOJMKaluM JUYHOH WH(pOpMaluu B
WuTepHere, HE MOHUMAasi BOZMOXKHBIX TOcaeACTBUNA. Thl Jake HE CMOXKeEIllb 10TaJaThCsl O TOM, YTO
dboTorpadus, pazMeleHHas S JIET Ha3a/1, cTaja MPUIMHON OTKa3a MPUHATH Te0s Ha padoTy.

KommenTapuu, pasmemnienue TBoux (otorpaduii u apyrue AEMCTBHS MOTYT HE HCUE3HYTh
JIake MocJe TOro, KaK Thl MX yAaIuIlb. Thl HE 3HAEIIb, KTO COXPAHMUII 3TY HH(POPMAIHIO, Tomnaia Ju
OHA B IIOMCKOBBIE CUCTEMBI U COXPAHWUJIACh JIU OHA, a TJIABHOE: UTO MOAYMaIOT 0 Te0e OKpYyKarolne
JIOJM, KOTOpbIE HaayT u yBUIAT 3T0. HailTu uHdopmanuo MHOTO JIET CILyCTSI CMOKET JII000H -
KaK U3 100pbIX NOOYKIEHHH, TaK U C HAMEPEHUEM MPUUNMHUTD Bpe. DTO MOXKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI I10 3aIIUTE HU(POBON pPEMyTALNU:



1. [Toxymaii, mpexae 4yeMm 4To-To MyOJMKOBaTh M IepeaaBaTh y cebs B Oiore Wi B
COIIMAILHOM CETH;

2. B Hactpoiikax mpo¢uiis yCTaHOBH OTpaHMYECHHS HA MPOCMOTP TBOETO MPOQHISL U
€ro COJEPKUMOr0, CeNail ero TOJIbKO "uist Ipy3en";

3. He pa3memniaii u He yka3biBail HHPOPMAITHIO, KOTOPAst MOXKET KOT0-TH00 OCKOPOJIATH
WA OOMXKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE NIKOJILHUKY - aKTUBHBIE TOJIb30BaTeNU U(POBOTO npocTpaHcTBa. OHAKO

JaJIeKO HE BCE 3HAIOT, YTO MOJIb30BaHWE MHOTMMHU BO3MOXKHOCTSMHU IIU(PPOBOTrO Mupa Tpedyer

COOJIFOJICHMS ITPAB HA MHTEIIEKTYAJIbHYIO COOCTBEHHOCTb.

Tepmun "HHTEIEKTyalbHas COOCTBEHHOCTh" OTHOCHTCA K Pa3IUYHBIM TBOPEHUAM
YeJI0BEYECKOr0 yMa, HAYMHAs C HOBBIX M300pETeHUH U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh Ha
IOPOAYKTH M YCIYTH, U 3aKaH4YMBas KHUTaMH, ¢ororpadusMu, KWHODUIBMAMU ¥ MY3bIKQJIbHBIMU
IIPOU3BEICHUSMH.

ABTOpCKHME TIpaBa - 3TO TpaBa HAa WHTEIUIEKTYyaJbHYIO COOCTBEHHOCTH Ha IPOM3BENCHUS
HaAyKH, JINTEPATypbl U UCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B Ka4€CTBE I'apaHTHM TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE OyIeT HampacHbIM, JACT €My CIpPaBEIIHBBIC
BO3MOXKHOCTH 3apa0oTaTh Ha pe3ysbTaTaXx CBOErO TPYJa, HOJYYUTh WM3BECTHOCTb M IPU3HAHHE.
Huxkro 0e3 pa3pemienus aBTopa HE MOXET BOCHPOHM3BOJIUTH €O IPOU3BENEHHE, PACIIPOCTPAHSTH,
nyOJIMYHO JE€MOHCTPUPOBATh, MPOJABaTh, HMIIOPTUPOBaTh, ITIyCKaTb B TMPOKAT, IyOIMYHO
UCTIOJIHATD, I0KA3bIBaTh/UCIOIHATH B 3(Hpe WK pa3meriaTs B IHTepHeTe.

Hcnonb3oBanue "muparckoro" MpOrpaMMHOrO OOECHEYEeHUS MOXKET MPUBECTH K MHOI'UM
pHCKaM: OT NOTepU JaHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKM TBOEro YCTPOWCTBa, IIe
yCTaHOBJICHA HelleraibHas nporpamMma. He cTouT Ttakke 3a0bIBaTh, YTO CYLIECTBYIOT JE€TAJIbHBIE U
OecrutaTHbIe IPOTrPaMMBI, KOTOPbIE MOKHO HAlTH B CETH.

O noprane

CeteBnuoK.p¢ - TBOI INIaBHBINA COBETUYHK B CETH. 3/1€Ch Thl MOKEIIb y3HATh O O€30MaCHOCTH B
CETH MOHATHBIM U JOCTYIHBIM 3BIKOM, a IIPU BOBHUKHOBEHUU KPUTHUECKON CUTyallMH 0OpaTUThCS
3a COBETOM. A Tak)Ke MPUHATh y4acThe B KOHKYpCax M CTaTh caMbIM IU(POBBIM IpaskJaHUHOM!



UHCTPYKIUSA 1JIS1 OBYUYAIOUIUXCSA O UHOOPMAILIMOHHOM
BE3OITACHOCTH

HEJIb351

1. Bcem noapsia coob1math CBOIO YaCTHYIO HH(POPMALIUIO (HACTOSALIUE UM,
dbamunuto, TenedoH, aapec, HOMep IIKOJIbI, a Takke Gororpaduu cBou, CBOECH ceMbu

U apy3en);

2. OTKpBIBaTh BIOXKEHHBIC (haiiIbl JIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACHIb
OTHPABUTEIIS;

3. ['pyOuTh, IpuaMpaTHCs, OKa3bIBATh JaBJICHUE - BECTU CEOsl HEBEKIIMBO U
arpecCuBHO;

4, He pacnopsbkalicsa 1eHbraMu TBOEW ceMbH 0€3 pa3pelieHus: CTapIiuX -
BCErJla CIpallnBall pOAUTEIICH;

S. He Bcrpeuarics ¢ VIHTEpHET-3HAKOMBIMU B PEAJIbHOM JKU3HU -

IIOCOBETYHCS CO B3POCIIBIM, KOTOPOMY J1OBEPSIEILb.

OCTOPOXHO

1. He Bce mumyt mpaBay. Uutaemnb o cebe HemnpaBny B HHTepHere -
co00IIM 00 3TOM CBOUM POJUTENSIM WIIH ONIEKYHAM;

2. [IpurnamaroT nepenuchiBaThCsl, UTpaTh, OOMEHUBATHCS - MPOBEPH, HET
JIM TI0JIBOXA;

3. HezakonHoe konupoBanue (aitsioB B UHTEpHETE - BOPOBCTBO;

4. Bcerna pacckasbiBail B3pocibiM O MpoOjeMax B CETH - OHM BCernaa
IIOMOT'YT;

5. Hcnonb3yit HacTpoliku O€30MacHOCTH W MPUBATHOCTH, YTOOBI HE

IMOTCPATH CBOHM AKKAYHTBI B COLCCTAX U APYTUX ITOpTAJIax.

MOKHO

1. VBaxail Apyrux noJib30BaTeseu;

2. Ilonw3yemibest UHTEpHET-UCTOYHUKOM - JIeJIall CChUIKY Ha HEro;

3. OTKpBIBall TOJBKO TE CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcsi 3a TOMOIIBIO B3pPOCHBIM - POJUTENIH, ONEKYHBl U
aIMUHHCTPALIUS CAUTOB BCETIA IOMOTYT;

5. Ilpoiinn oOyuenue Ha caite "CereBHMYOK" M TOJy4Yd NACHOPT
¢ poBoro rpakaaHuHa!



WHCTPYKIUS JJISI POAUTEJIEN
Ob HH®OPMAIIMOHHOM BE30ONMACHOCTH JETEN

Onpenenenne TepMuHa "wH(pOpManUOHHAs O€30MacCHOCTh JeTel"  COACPKHUTCS B
®enepansaoM 3akoHe N 406-03 "O 3ammre neredd or mHGOpPMAIUHU, NMPUUUHSIOMICH Bpea UX
3M0POBBI0 M Pa3BUTHIO", PETYJIHUPYIONIUM OTHOIICHHUS, CBS3aHHBIE C 3allUTOM JETEe OT
nH(opMaIuy, NPUIMHSIONMEH Bpel UX 3J0pPOBBI0 M (W) pa3BuTHIO. COrjacHO JaHHOMY 3aKOHY
"uHpopManmoHHas 0€30MacHOCTh JETeH" - 3TO COCTOSHHE 3allUIICHHOCTH, IPH KOTOPOM
OTCYTCTBYET PHCK, CBS3aHHBI C NpUYMHEHHEM HH(pOpMalHMed Bpela WX 370pOBbIO W (MJIN)
bu3HYECKOMY, ICHXUYECKOMY, TYXOBHOMY, HPAaBCTBEHHOMY Pa3BUTHIO.

B cuny @enepanbraoro 3akona N 436-D3 urdopmaryeit, MpUIHHSIIONICH Bpel] 3I0POBBIO H
(um) pa3BUTHIO JIE€TEH, SABIIAETCS:

1. nHpopMaIus, 3anpenieHHas Jyisi paclipoCTpaHCHUS CPEIH ICTEH;
2. uH(popMaIus, pacpocTpaHEHUE KOTOPOH OTpaHUYCHO CPEIM JIeTel ONpeIeIeHHBIX
BO3PACTHBIX KaTErOPHil.

K uadopmanmm, 3anpemmeHHon sl paclipoCTpaHeHUs CPEAH JIETCH, OTHOCUTCS:

1. uH(popManus, nodyxaaromas AeTeld K COBEPIICHUIO ACWCTBUN, MPEICTaBISIIOIINX
yrpo3y WX KU3HH U (WIIK) 310POBBIO, B T.4. MPUYMHEHUIO BPE/Ia CBOEMY 3/I0POBBIO, CAMOYOHIICTBY;

2. CIIOCOOHOCTh BBI3BATh Yy JETEH JKelaHUe YNOTpeOUTh HAPKOTUYECKUE CPEICTBA,
NICUXOTPONHbIe W (WIKM) OJypMaHUBAIOIIME BEIIECTBAa, TabauHble W3/ETUS, AlKOTOJbHYIO H
CIUPTOCOJEPKAIIYI0 MPOIYKIINIO, TMBO M HAMHUTKH, W3TOTABIMBAa€Mble HAa €r0 OCHOBE; MPUHATH
yyacTHe€ B  a3apTHBIX  WIpax, 3aHUMAThCS  IPOCTUTYIUEH, OpOISIKHUYECTBOM WM
MONPOIIAHHUYECTBOM;

3. 00OCHOBBIBAIOIAsl WJIM ONpaBAbIBAIONIAs JOMYCTUMOCTh Hacwiug U (WIH)
JKECTOKOCTH JIMOO MOOYX)Jaromasi OCYIIECTBISATh HACHIBCTBEHHBIC IEHCTBUS IO OTHOIICHHUIO K
JFOJSIM 1 JKUBOTHBIM;

4. oTpuLaIoNIasi ceMeNHbIe IIEHHOCTH U (OpMHUPYIOIIas HEYBaXXEHHE K POJUTENAM U
(unM) APpYrUM YiIeHaM CEMbH;

S. OIIPaB/bIBAOINAsl TPOTUBONIPABHOE TIOBE/ICHUE;

6. coJiepKalliasi HeeH3ypHYI0 OpaHb;

7. cojepxariasi ”HGOPMAITUIO MOPHOTPAPUIECKOTO XapaKTepa.

K wundopmanuu, pacnpocTpaHeHHE KOTOPOM OrpaHMUYEHO Cpeau JeTell ONpe/elIeHHOIo
BO3PacTa, OTHOCHUTCS:

1. uH(popMalys, TpeacTaBiIsieMas B BUAe M300paKEeHUs WM OMUCAHHS >KECTOKOCTH,
buznyeckoro U (WIM) MCUXUYECKOTO HACHUIIHUS, MPECTYIUICHHWs] WM WHOTO aHTHOOIIECTBEHHOTO
JIeNCTBUS,

2. BBbI3bIBAIOIIAsl Y JIeTe CTpax, yac WIM MaHWKY, B T.4. IPEJCTaBisieMas B BUJE
u300pakeHUs MM ONHMCAHMS B YHWKAIOMIEH  4eloBedecKoe  JIOCTOMHCTBO  (opme
HEHACWJIbCTBEHHOW CMepTH, 3a00jIeBaHus, caMOyOHMICTBa, HECUACTHOTO Cllydasi, aBapuu WIH
KaTacTpo(dbl U (MIIN) UX MOCIEICTBHIA;

3. npezcTaBisieMas B BHJIE M300paKEHUs HJIM OMHMCAHUS MOJIOBBIX OTHOILIEHUH MEXITY
MyXXYHHOW M KEHIIMHOM; 4.comepkamas OpaHHBIE CIOBA M BBIPAKEHHS, HE OTHOCAIIMECT K
HelEeH3ypHOI OpaHH.



C yuerom sToro Bam mpeamaratorcss mpaBuia paboThl B ceTd MHTEpHET A pa3ndHbIX
BO3PACTHBIX KAaTETOpHid, COOJIIOJICHHE KOTOPBIX TO3BOJIUT OOECIeYnTh HH(OPMAIIOHHYIO
0€30I1aCHOCTb BAIIMX JAETEH.

OO0mme npaBuJia 1Jis1 poauTesiei

1. Hesasucumo ot Bo3pacTta peGeHKa UCIIONB3YHTE MPOrPAMMHOE 00€CIIEYEHHE, TIOMOTAIOIIEE
(GMIBTPOBATh U KOHTPOJIMPOBATH HH(POPMAIUIO, HO HE TI0JIaraiTech MOJIHOCTHIO Ha Hero. Baie
BHUMaHHE K PeOCHKY - TJIABHBIA METO/I 3al[UTHI.

2. Eciu Bam peOeHOK UMeEET akKayHT Ha OJJHOM M3 COLMAaNbHEIX cepucos (LiveJoumal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMATEIBHO U3yIHTE, KAKyI0 HHPOPMAIIHIO TOMEIIAIOT €ro
YYaCTHUKM B CBOUX NMpomiIsx u 61orax, Bkmoydas Gororpaduu u Buaeo. 3.I1posepsTe, ¢
KaKMMHU JPYTUMU CaliTaMU CBsI3aH COIMABbHBIN cepBrc Bamero pedenka. Ctpannuku Barmero
pebeHka MOryT ObITh 0€30IaCHBIMHU, HO MOTYT U COJIEP>KaTh CChUIKU Ha HEXeNlaTelbHbIe U
OTIacHbIE CalThl (HAapUMeEp, IOPHOCANT, UM CalT, HA KOTOPOM JIPYT YIOMHHAET HOMEP
coroBoro tenedona Bamero pedenka wim Bam qomantauii agpec)

4, [Toompsiite Bamux gereir cooOuath 000 BCEM CTPAaHHOM WM OTTAJIKUBAIOIIEM U
HE CIUIIKOM OCTpPO pearupyiiTe, KOrja OHU 3TO JeNaloT (M3-3a OMAaceHUs HOTEpSATh JOCTYH K
WNHTepHeTy neTH HE TOBOPAT POAUTENSIM O TMpolsiemax, a Takke MOTYT HadyaTh HMCIOJIb30BaTh
WNuTepHeT BHE JOMA U IIKOJIBI).

5. Bynere B Kypce cereBoit xu3Hu Baiero peGenka. HTepecyiitech, KTO UX ApY3bs B
WHTEepHET Tak ke, Kak UHTEPECYETECh PEaIbHBIMU JIPY3bsIMHU.

Bo3pacr gereii ot 13 10 17 Jger

B 3TOM BO3pacTe HOAPOCTKH AKTUBHO MCIOJIb3YIOT IOUCKOBBIE MAIIUHBI, IOJb3YIOTCS
AIIEKTPOHHOM MOYTOM, CIy*k0aMM MTHOBEHHOIO OOMEHa COOOIIEHUSMHU, CKaYMBAIOT MY3BIKY U
¢uibMbl. ManburnkaMm B 3TOM Bo3pacTe OOoJIbIIEe [0 HPaBy CMETaTh BCE OTPAHUYECHUS, OHU JKaXKIAYT
rpy0oro oMopa, a3apTHBIX Urp, KapTHHOK "miis B3pociblx". JIeBOUKM MpenrnovynTaroT o0uaThes B
yaTax, MpU ATOM OHHU Topa3fo Ooyiee UYyBCTBUTENIbHBI K CEKCyaJbHBIM JIOMOTaTelIbCTBaM B
HHurepHere.

3ayacTyr0 B JaHHOM BO3pPacT€ POJUTENISAM YXKE BECbMa CIOKHO KOHTPOJIMPOBATH CBOUX
nerei, Tak kak 00 VHTepHeTe OHM YK€ 3HAIOT 3HAYMUTENIbHO OoJblle cBOUX poauTeneil. Tem He
MeHee, He OoTmyckaiite naereil B "cBoOomHoe muaBanue" mo HutepHery. CrapaiiTech aKTUBHO
y4acTBOBaTh B 001IeHNH pebeHka B IHTepHeTe.

BaxHo mo-npexxHemy cTporo cobmoaats npaBuia MHTepHET-0€30MacHOCTH - COTJIAIleHue
MEXIY pOIUTENsIMH M jaeTbMH. Kpome TOoro, HeoOXoIMMO Kak MOXKHO 4Yalle HpOCMaTpHUBaTh
OTYeThl 0 JesATenbHOCTH neTeil B MHTepHere. Crnenyer oOpaTuTh BHUMaHHE Ha HEOOXOAMMOCTh
COJIepKaHUsl POJIUTENLCKUX Maposel (maposeit aJMUHUCTPATOPOB) B CTPOIOM CEKpeTe U 00paTUTh
BHHUMaHHUE Ha CTPOrOCTh ATHX NapOJIEH.

CoBetbl 10 0€30MMacCHOCTH B 3TOM Bo3pacTte oT 13 g0 17 ner

1. Co3pmaiiTe CNMCOK JOMAIIHUX TNpaBWi TMoceuleHuss MHTepHeTa npu  ydacTuu
MOJAPOCTKOB M TpeOyiTe Oe3ycloBHOTO €ro BbIMOMHEHUs. OOroBoputre ¢ PEOCHKOM CIHCOK
3arpelleHHbIX caidToB ("yepHblil cucok'), yackl paboThl B MIHTEpHETE, pyKOBOJACTBO MO OOIIEHUIO
B HTEpHeTe (B TOM 4YKcCIe B yaTax).

2. Kommnbrotep ¢ moakiroueHMeM K ceTH VHTepHEeT JOKeH HaXOJUThbCs B OOIei
xomHate. 3.He 3al0bIBaiite GecenoBarh ¢ J€ThbMU 00 MX JIPY3bsiX B MIHTEpHETE, O TOM, YeM OHH
3aHATHI TAKUM 00pazoM, OyATO peyb UIET O JAPY3bsiX B peanbHOU ku3HU. CrpalmBaite o JH0AsX, C



KOTOPBIMH JIETH OOIIAIOTCS MOCPEICTBOM CIY>KO MTHOBEHHOTO OOMEHAa COOOIICHHSIMH, YTOOBI
yOeIUTHCS, YTO ITH JIFOJIA UM 3HAKOMBI.

4, HCHOJ’IBSyﬁTC CpE€acCTBa 6J'IOKI/IpOBaHI/IH HEXCJIAaTCIIPHOI'O KOHTCHTA KaK JOIIOJIHCHHUE
K CTaHAAPTHOMY POI[I/ITCJ'IBCKOMY KOHTPOJIIO.

5. HeoOxonuMo 3HaTh, KakuMM YaTaMu HoJab3ytoTcss Bamm peru. Iloowmpsiite
UCIIOJIb30BaHUE MOJICPHPYEMBIX YaTOB M HACTaWBaiTe, 4TOOBI JETH HE OOIIATNCHh B MPHUBATHOM
pEeKHME.

6. HacrauBaiite Ha TOM, 4TOOBI AETH HHUKOI/IAa HE BCTPEUYAIUCH JIMYHO C JIPY3bsIMHU U3
cetu MHTepHeT.

1. [lpuyunte gereld HE BBIJABATh CBOK JIMYHYIO HWHMOPMALUIO CPEICTBAMU
9JIEKTPOHHOW TOYTHI, YaTOB, CHCTEM MIHOBEHHOTO OOMEHa COOOUICHUSIMHU, PETUCTPALMOHHBIX
dbopM, THYHBIX poduIIel U MPU PETUCTPALIUU Ha KOHKYpPCHI B IHTepHeTe.

8. [Tpuyuute nereil He 3arpyxarb nporpammsl 0e3 Barero paspemenus. O0bsicHUTE
UM, 4YTO OHM MOTYT CIy4yallHO 3arpy3uThb BHUPYChl WIM JIPYroe HEXKeNIaTeIbHOE MpPOrpaMMHOE
o0ecreueHue.

9. [Tpuyunre Bamero pebGeHka cooOmare BaM O JIOOBIX Yrpo3ax WM TpPEBOrax,
cBsi3aHHBIX ¢ MHTepHeToM. HamoMHuTe neTsM, 4TO OHM B 0OE30MACHOCTH, €CIM CaMH paccKa3aid
BaM, O CBOMX yrpo3ax WM TpeBorax. [loxBajauTe MX M MOCOBETYWUTE ITOJIOUTH ele pa3 B MOAOOHBIX
cinydasx. 10.Pacckaxure nersm o mopuorpadguu B UuTrepHere. [loMOruTe MM 3alMTUTLCS OT
cmama. Hayumnre monpocTkoB He BbIaBaTh B IHTEpHETE CBOETO peaibHOrO 3JIEKTPOHHOTO ajpeca,
HE OTBEYATh HA HEXKEJIaTeNIbHBIC MMChbMa U UCIIOJIb30BATh CIICIIHATbHBIC IIOYTOBBIC (PHIIBTPHI.

11. [IpuyunTe cebst 3SHAKOMUTHCS C CAlTaMK, KOTOPbIE MOCENIAIOT TI0JPOCTKH.

12. Hayuure nereit yBakaTb JpYrux B MHTEepHeTe. YOeAUTECh, UTO OHHM 3HAIOT O TOM,
YTO IPaBHJIa XOPOLIETO MOBEACHUS IEHCTBYIOT BE3/€ - AK€ B BUPTYaIbHOM MUDE.

13. OObsicHUTE JA€TAM, YTO HHU B KOEM ciydae Helb3sl ucrnonb3oBath CeTb as
XYJUTaHCTBA, PaCIPOCTPAHEHHUS CIUIETEH WM YTPO3 IPYIHM JIFOISM.

14. OO6cyaute ¢ MoApOoCTKaMHU IMPOOJIEMBbl CETEBBIX a3apTHBIX UIP M UX BO3MOXKHBIN
puck. HamoMHuTe, 4TO IETH HE MOTYT UIPaTh B 3TH UIPHI COIVIACHO 3aKOHY.

[TocTossHHO KOHTpONMpyHTe wucnonb3oBaHue MHrepHera Bammm pebenkom! 3OT10 He
HapylIeHWE €ro JUYHOIO IPOCTPAHCTBA, a Mepa IPENOCTOPOKHOCTH M TposiBIcHHE Barei
POJMUTENBCKON OTBETCTBEHHOCTH U 3a00THI.



